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Many countries are now entering the 
stage of the Fourth Industrial Revolution, 
also referred to as Industry 4.0, in which 
technological advances enable significant 
changes in industry.

This revolution is linked with a paradigm shift in manufacturing, 
as the different social and market changes, combined with 
technological advancements, create added value in products, 
business models and processes, and human work is seen in a new 
light, changing the way people work.
If Industry 4.0 is to become the standard in production, it is not for 
only a select few people to have the expertise to work in such an 
environment, but a better understanding of the skills required to 
work and implement it are necessary to democratize the knowledge 
among the future workforce. 

Introduction
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There is still limited 
understanding regarding 
the skills needed to work in 
Industry 4.0, particularly from 
the point of view of industry. 

The Universities of the Future (UoF) project 
aims to address the educational needs 
arising from Industry 4.0 in Europe. To this 
end, the consortium developed a State-of-
Maturity report that will serve as one of two 
cornerstones to build a blueprint for future 
education, the other one being a benchmark 
on state-of-the-art educational initiatives 
across the world. These research-based 
outcomes will provide the backbone for the 
co-development of other key resources, 
with the active engagement of all the 
members of the quadruple helix: higher 
education institutions, industry, public 
authorities and civil society (represented by 
students and alumni). 

Universities of The Future 
(UoF) State-of Maturity 
Report

The State-of-Maturity
report involved
• The study of different models and 
creation of a taxonomy of relevant 
working life skills;
• The analysis of the state of maturity 
of Industry 4.0 of Finland, Poland, 
and Portugal using various macro 
indicators as comparison points;
• Empirical research to obtain valuable 
insight from experts in higher 
education, governmental agencies and 
industry. 

Working life skills refer to discipline-specific professional 
competencies and knowledge as well as transferable 
skills. Several transferable skills such as problem-solving 
skills, soft skills, technological literacy, commercial 
knowledge and system thinking were pointed out through 
the research.

Working Life 
Skills for 
Industry 4.0
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Finland, Poland and Portugal are all stable countries, in 
the economic, social, and political sense, and the economic 
situation has improved in the past two years. In general, 
the business environment is friendly, with a certain level 
of transparency that permits investment in technology 
and human resources. In addition, all three countries have 
national initiatives for the implementation and development of 
Industry 4.0. Overall, in terms of digital integration, the trend 
for all three countries is positive.

Key Findings

In Finland, digital skills are being integrated 
into the curriculum of both teachers and 
students. As a region that greatly relies on 
ICT services economy, this is reflected in 
the higher-than-average amount of STEM 
specialist graduates. However, there is 
still a great demand for people with STEM 
backgrounds in the job market.
There is an active push from the state to 
develop digitisation in Poland through various 
Industry 4.0-related industry-university-
state collaboration programmes intended to 
build infrastructure, promote digitisation 
in business and public services, and IT skills 
in the more marginalised population. These 
collaborations also have the purpose of training 
students and industry on Industry 4.0 concepts 
as well as soft skills. This has resulted in it being 
one of the fastest countries in digitisation and 
acquisition of technological skills in Europe.
Portugal aims to address educational 
challenges as part of its Indústria 4.0 plan, to 
make technology education more accessible 
and visible. While the country has a sturdy 
ICT infrastructure and a high number of STEM 
graduates, industry still has difficulty finding 
people with the right competencies and 
practical knowledge for working in industry. 
Furthermore, high costs and lack of basic 
digital skills in a large part of the population 
make information access unequal.

Maturity On Industry 4.0

Challenges

Field research points (to 
the existence of ) different 
interrelated challenges:

• Homogeneous cultures and unequal 
access to education is contributing to the 
problem of lack of trained people.
• The same rigid structures that make it 
difficult to break out of silos contribute to 
the problem of resistance to change, which 
leads to a myopic vision on understanding 
the value of technology.
• At the same time, megatrends, such as 
environmental challenges, and trends, 
like platform economies, have to be 
taken into account.
• The lack of vision also limits the creation 
of new business models, and investments 
in technological developments. 
• Collaboration, on the other hand, is 
being used as a tool to address or alleviate 
problems in education, research, and 
industry regulations.
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Field research also led to 
the identification of domain-
specific knowledge and 
competencies from the 
engineering, management and 
design fields.

• Data science and advanced (big data) analytics
• Novel human-machine interfaces
• Digital-to-physical transfer technologies, such as 3-D printing.
• Advanced simulation and virtual plant modelling
• Closed-loop integrated product and process quality control/management 
systems.
• Data communication and networks and system automation
• Real-time inventory and logistics optimisation systems
• Artificial Intelligence
• Robotics
• Automation
• Programming
• Information Technologies
• Mechatronics
• Cybersecurity
• Augmented and Virtual reality
• Knowledge of IoT, interfaces, communication protocols, understanding 
systems and the process behind the data, cloud solutions, software know-how, 
technical know-how, sensors and electronics, LEAN manufacturing, continuous 
improvement process

• Technology awareness
• Change management and 
strategy
• Novel talent management 
strategies
• Organizational structures and 
knowledge
• The role of managers as 
facilitators
• Tech-enabled processes: 
Forecasting and planning 
metrics, scheduling
• Business analysis
• Digital skills

• Understanding the impact 
of technology
• Human-robot interaction 
and user interfaces
• Tech-enabled product and 
service design
• Tech-enabled ergonomic 
solutions and user 
experience

Skills Required for Working in 
Industry 4.0 Environments

En
gi

ne
er

in
g 

M
an

ag
em

en
t 

De
si

gn
 a

nd
 In

no
va

tio
n



9www.universitiesofthefuture.eu

Additionally, (high level) transferable 
skills include technology literacy, business 
thinking, and problem-solving skills.  

Mid-level key transferable skills 
attitudes and knowledge
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Empirical research 
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Beyond the technological 
developments needed, a 
series of issues need to 
be addressed, both for 
enabling the technological 
developments, and to 
create the contexts in 
which technology creates 
value, both monetary and 
social. An underlying theme 
throughout, is understanding 
of technology and its 
implications and impact, and 
the interaction of technology 
with different fields for 
creating solutions in industry, 
and how those impact people.

Links Between Skills 
and Challenges

Skills and Challenges for Industry 4.0

Homogenous cultures and 
resistance to change

Lack of vision on technological 
development

Inability to invest in the right 
technology

Lack of new business models

Lack of knowledge on the strategic 
use of information

Cybersecurity and quality control

Sustainability challenges

Ch
al

le
ng

es

Risk-taking, flexibility, adaptability

Technology literacy

Technology literacy, business 
thinking

Competencies on Information 
management

Knowledge, competencies on 
cybersecurity and quality control

Competencies, knowledge on 
sustainability

Sk
ill

s



State-of-Maturity on Education from an Industry 4.0 Perspective 11

• Homogeneous cultures and resistance to 
change can be countered with a more flexible 
attitude and adaptable mind-set. People must 
carefully examine their own idiosyncrasies 
that lead to stiffness and rigidity. Familiarity 
with technological solutions is needed to 
create a vision for technological development. 
Developing the technological futures also 
requires creating a strategy of investment 
to advance the technological development 
efforts, both in terms of time and monetary 
resources. This understanding, coupled with 
basic knowledge on business foundations and 
commercial thinking can lead to the creation 
of new business models. 
• A basic understanding of information and 
data management (along with the ethical 
and legal issues involved) is needed for 
the increasingly important topic of value 
creation, as well as for managing internal 
and external information needs. The role 
of information and data management is 
emphasized as network economies become 
more common. In the same vein, handling 
information necessitates an understanding 
of cybersecurity and strategic deployment 
of modern tools of quality control. Finally, 
knowledge on sustainability issues and 
existing solutions need to serve as a guide for 
technological development. Understanding 
the impact of technology, locally and globally, 
needs to become a central consideration 
in the long-term decision-making process, 
especially when addressing issues of scarcity 
become a necessity for everyone.
• A broader understanding of the society, 
combined with business thinking and 
technology literacy, enables the creation 
of novel business models.  For creating 
successful technological solutions, having 
empathy for the user is a key element. In order 
to engage people, align strategic objectives 
and obtain new resources for technological 
investments, leadership, communication and 
interpersonal skills are needed. However, 
these efforts should involve evaluation of 
the ethical implications concerning the 
development and use of new technologies. 

At the crossroads of tech 
fluency and problem-solving 
skills, there is innovation. 
In the intersection between 
tech literacy and business 
thinking, there is a possibility 
to create new business models 
and to better understand the 
impact of technology.

Innovation Business models

Tech-literacy

Problem-solving 
skills

Business
thinking
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As organisations and people become more 
interconnected, negotiation, communication 
and networking skills become essential. 
Technology may enable creating better 
platforms to measure effectiveness and 
efficiency, and the emphasis of work is likely 
to change from task-based to value-based.

Conclusions

This challenging environment requires abilities for continuous 
learning. Being flexible and open to change is necessary for continuous 
learning, particularly when working with people from different 
disciplines. Flexibility allows for mutual learning, better collaboration, 
and the creation of new solutions. In the same manner, understanding 
of the interactions and possibilities of different technologies is 
required for working in multidisciplinary teams. 
It is vital to have wide perspective and interpersonal skills that 
complement well-developed domain-specific knowledge of one’s 
own field. Self-knowledge and lifelong learning are a staple of 
future work. Higher education institutions have a fundamental role 
in empowering future professionals to shape their own future by 
helping them develop the key transferable skills and attitudes. These 
skills and attitudes are needed for continuously upskilling the core 
professional competencies. 
The most important skill that all future professionals need is the ability 
to apply one’s own knowhow in various contexts of collaboration to 
create synergies and add value to the task at hand. What is needed 
from future professionals is readiness for continuous learning in 
new settings and from other people with diverse background and 
experiences. 
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