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T H E
I N D U S T R Y
4 . 0
Many countries are now entering
the stage of the Fourth Industrial
Revolution, also referred to as
Industry 4.0, in which
technological advances enable
significant changes in industry

This revolution is linked with a
paradigm shift in manufacturing.
This because of the different
social and market changes,
technological advancements,
creation of added value in
products, business models and
processes. 
Therefore, human work is seen in
a new light, changing the way
people work. 
If Industry 4.0 is becoming the
standard in production, it is not
expected that only select people,
will have the expertise to work in
such an environment. Rather, a
better understanding of the
skills required to work and
implement it are necessary to
democratize the knowledge
among the future workforce.
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Universities of the Future (UoF) is a Knowledge Alliance Project funded with
support from the European Commission through the Erasmus+ programme.
UoF is aiming to create a paradigmatic change in the way higher education
institutions, industry, and public bodies collaborate around education for
Industry 4.0.

The project is a three-year duration initiative that began in 2018. It is aimed
at addressing the educational needs arising from Industry 4.0 by creating
innovative educational offers and resources. During the project
implementation, a group of 13 institutions from four different countries
promotes research in the core topics, and organizes collaborative events,
fostering the creation of a community of practice (a group of people sharing
the same profession or interests) for the development, implementation, and
dissemination of the outcomes.

Based on a report on the state-of-the-art, an educational best practices
catalogue, and a draft blueprint, the consortium has produced a set of
innovative educative assets for Higher Education. The Educative Assets
include 10 flexible lessons for bachelor and master courses, a programme of
10 short-duration courses for professionals, and an International Joint-Post
Graduation in Industry 4.0 digital innovation and transformation. The
consortium has also produced a set of Guiding Tools for Teachers and
Industry addressing both the individual and the organization level.



T H E  U o F  G U I D I N G  T O O L S

The UoF project developed a set of guiding tools aligned with the needs
and demands of a changing society. The different spheres of the quadruple
helix work together to improve transitions from education to employment
and strengthen the skills that contribute to economic growth in the
framework of the 4th Industrial Revolution.

2 Toolkits for Teachers/Trainers
 

one focused on the use of technologies
and the another on the use of
innovative teaching methods to explore
t-shaped skills in pedagogical
approaches.

1 Handbook for HEIs & 1 Handbook
for Companies/Businesses

 

to promote the development of the
strategies and implementation of
concrete actions towards Industry/
Education 4.0.
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The 4th Industrial Revolution is bringing significant changes in working life and in
companies’ operations. In order to benefit from the technological shift towards the digitalized
world, companies need to find their path in taking on three new significant challenges:

Higher Education Institutions (HEIs) can support companies by providing a skilled
workforce and constant training. The cooperation is mutually beneficial, as the industry can
deliver market insights while also providing support, innovation and economic development
for local societies through social programs.

The Handbook for Industry was created to briefly present
Industry 4.0 and its potential benefits, and to
promote cooperation between the Industry and Higher
Education Institutions. In addition, it shows what
competencies will be needed in the transformation process
and how universities can support their development.

By reading the full report, Chapter 1 will present you the
benefits a company can obtain through I4.0 and also tools
developed by companies/researchers that can be used to
estimate a referential Industry 4.0 level and to monitor its
development. On the other hand, Chapter 2 will show you
incentives to cooperate with universities in creating new fields
of education. Finally, Chapter 3 will focus on the results of
some workshops within the project, and also some
recommendations on COVID-19 effects.

W H Y  I N D U S T R Y  4 . 0 ,  A N D  W H Y
F O R  I N D U S T R Y  A N D  H E I S ?

I N D U S T R Y 4

HANDBOOK

T H E  
H A N D B O O K



INDUSTRY

4.0



I N D U S T R Y  4 . 0  W H A T  I S  

. . .  A N D  W H A T  D O E S  I T  C O V E R ?

Source: Maskuriy, Raihan et al. “Industry 4.0 for the Construction Industry—How Ready Is the Industry?” Applied Sciences 9 (2019):
2819.

The division into these 3 groups - Technology, Security, and Management - shows that Industry
4.0 and related technologies are very broad and cover all possible business aspects. It starts
with Technology by automation, sensors, and digitalization. That leads us to the Security
related to the protection of data and interfaces of cyber-physical systems. Finally, the changes
involved by Technology must be accompanied by a Management strategy to supervise the
quality of the introduced innovations and new designs. 
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I N D U S T R Y  4 . 0  I S  N O T  A  T H E O R E T I C A L  C O N C E P T  A N Y M O R E .  
I T  I S  A P P L I E D  I N  A U T O M A T E D  M A S S  P R O D U C T I O N  A N D

M A N U F A C T U R I N G  A N D  I T S  S O C I A L  A S P E C T  C A N  B E  O B S E R V E D .  



Improved Efficiency

Increased Knowledge Sharing and Collaborative Working

Flexibility and Agility

Easier Compliance

Enhanced Customer Experience

Cost Reduction

Innovation Opportunities

HR Challenges and Employer Branding Programs

Corporate Social Responsibility
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BENEFITS

I N D U S T R Y  4 . 0

The development of Industry 4.0 in a company brings technological benefits that can,
nonetheless, have a more revolutionary rather than evolutionary character, and are not limited
to machines. The obtained benefits concern aspects such as production, management,
human resources, support, and cooperation with a social environment.

Some examples of those benefits are:

Political

CHALLENGES

Economic Social Technological

Environmental Legal Organizational Geographical
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ASSESSMENT OF INDUSTRY 4.0 DEVELOPMENT

1 .
I N D U S T R Y  4 . 0  D E V E L O P M E N T

I N  V A R I O U S  B R A N C H E S

Digital intensity - describes how far
the essential business processes were
digitized and how much digital
technologies are present in the
industry. 
Transformation management -
shows how well the transformation is
being managed.

The Capgemini report assesses an
Industry 4.0 maturity according to two
factors: 

1.

2.

2 .
I N D U S T R Y  4 . 0  M A T U R I T Y

I N D E X

Another measurement method proposed is the Industry 4.0 Maturity Index. The authors define
six capability stages that lead to Industry 4.0:
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Source: https://www.capgemini.com/fi-en/2018/09/industry-4-0-maturity-model-mirroring-today-to-sprint-into-the-future/

Source: https://www.acatech.de/wp-content/uploads/2018/03/acatech_STUD
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3 .
I N D U S T R Y  4 . 0  D I G I T A L

C O M P A S S

Labor 
Inventories
Quality
Supply/demand match
Time to market
Service/after-sales
Resources/process
Asset utilization

For discussion of an application of
Industry 4.0 in various business
aspects, the McKinsey company
created the McKinsey Digital
Compass maps Industry 4.0.
The compass defines eight main
value drivers: 

1.
2.
3.
4.
5.
6.
7.
8.

For more information: http://www.forschungsnetzwerk.at/downloadpub/mck_industry_40_report.pdf

ASSESSMENT OF INDUSTRY 4.0 DEVELOPMENT

4 .
I N D U S T R Y  4 . 0  R A D I A L

C H A R T

A maturity model for assessing
Industry 4.0 readiness and
maturity of manufacturing
enterprises was proposed. The
figure presents a new model using
nine dimensions: 

For more information:  https://doi.org/10.1016/j.procir.2016.07.040

Strategy
Leadership
Customers
Products
Operations
Culture
People
Governance
Technology

1.
2.
3.
4.
5.
6.
7.
8.
9.



INDUSTRY AND

EDUCATION 4.0



I N D U S T R Y  A N D  E D U C A T I O N  4 . 0

N E E D S

The impact of Industry 4.0 is significant not only for business but for the whole
society.  Developing automatic programming may reduce the need for programmers in the
labour market by automatizing software refactoring and evolution. New employees' traits and
skills will be sought and necessary. Therefore, changes must happen both in the industry
and the education process.

Smaller teams, remote work, and
international cooperation forces industry
and higher education institutions (HEI)
units to rethink priorities in offered
professional education.

Running technical and computational
development together with a deluge of data
forces companies to look for competitiveness
through cooperation with academic research
centers in innovative projects.

C H A N G E S  I N  T H E  W O R K
O R G A N I Z A T I O N :
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C O O P E R A T I O N  W I T H  H E I

Some HEI centres are highly interested in cooperation with business and education
Industry 4.0 specialists. The universities create their programs and units dedicated to
interacting with the business. There are also international networks that unite innovative HEI
hubs.
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S U G A R

N a t i o n a l  a n d
I n t e r n a t i o n a l
C o o p e r a t i o n

P r o g r a m s

C O O P E R A T I O N  W I T H  H E I S

D e s i g n  F a c t o r y
G l o b a l  N e t w o r k

I n d i v i d u a l
A c a d e m i c
P r o g r a m s



COOPERATION WITH HEIS 
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S U G A R
SUGAR is a global network that brings together universities and
companies for the future of innovation through a new learning
experience. 

Source: https://sugar-network.org/

Students, supervised by trained academics teachers, form inter-cultural, multidisciplinary teams
and work together on exciting design challenges provided by corporate partners. For nine
months, the students work alongside companies to develop a project that results in a high-
fidelity prototype.

The SUGAR Network, established in 2008, joins 24 leading universities all over the world. 



COOPERATION WITH HEIS 
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D e s i g n  F a c t o r y
G l o b a l  N e t w o r k

Design Factory Global Network (DFGN) is a network of
innovation hubs in universities and research organizations. The
network is on a mission to create change in the world of
learning and research through passion-based culture and
practical problem-solving. 

Some courses are conducted, following a problem-based learning (PBL) methodology. The
challenges are given and sponsored by industry partners, who are searching for innovative
cooperation with the next generation of product developers. 

The supervising academic teachers' attention is directed to the forming of highly motivated
interdisciplinary teams. A project typically includes phases of understanding the challenge,
planning, research, concept generation, prototyping, and testing. The project concludes with a
presentation of the final functional prototypes of a tangible product or service solution for their
industry challenge.

The Design Factories united in the system collaborate efficiently across cultures, time zones and
organizational boundaries fostering radical innovations. DFGN extends to almost all corners of
the world with partners in five continents. All twenty-three Design Factories are created
to drive change in the local context, whether a university or a research institution host it. 

Source: https://dfgn.org



COOPERATION WITH HEIS 

I N D U S T R Y  A N D  E D U C A T I O N  4 . 0

I n d i v i d u a l
A c a d e m i c
P r o g r a m s

Warsaw University of Technology (WUT), as well as separate
faculties, established a board consisting of members of industry
interested in the education of current students, their potential
employees. A consultation with the board shows that the alumni
have fundamental knowledge and professional
competence, but they lack the soft skills essential in Industry
4.0, such as teamwork, communication, and others.

N a t i o n a l  a n d
I n t e r n a t i o n a l
C o o p e r a t i o n

P r o g r a m s

In many countries, national research and development
centres support research units and enterprises in developing
their abilities to create and apply solutions based on scientific
research results. The centres give grants to academic groups
and business cooperation to encourage economic
development and the benefit of society.

Horizon 2020,  now called Horizon Europe
(2021 - 2027) aims to make Europe a more
attractive location for small and large businesses
supporting the development of technologies
innovation across a range of sectors. The
programme supports public-private partnerships
and simplifies granting procedures.
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EXAMPLE:



INDUSTRY BENEFITS
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Industry 4.0 offers a unique opportunity to redesign SME production processes and adopt
new business models.

The impact of industry 4.0 can be leveraged through collaboration with universities.
The educational programs presented earlier carried out in partnership with HEIs and
companies, show that synergy is possible.

1 6



RECOMMENDATIONS



1   Industry 4.0 employees should know cybersecurity issues and understand the
communication processes between the internal IT system, the third-party providers,
the government systems, and the client

2 Employees should be able to identify the shortcomings of their competencies and
have opportunities for training and mentoring

3  The changes will influence a work organization. The structure of new organizations
will be flatter. The role of some departments will be reduced or disappear. Work will
be focused on dynamically created, project teams

BACKGROUND

R E C O M M E N D A T I O N S
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It is aimed, firstly, to encourage the transformation of enterprises towards Industry 4.0, which is
served by various indicators of maturity assessment. Secondly, it is expected to encourage enterprises
to cooperate extensively with universities, local government units, non-governmental
organizations, foundations, etc. The effect of this cooperation should be a joint, sustainable
development of the economy towards digital transformation.
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Application of Industry 4.0 as a radical change needs planning and supporting actions.
The most important aspect is communication within the organization, which will present
the aims of the transformation, and the roadmap to obtain them. 

A company should initially prepare facilities and tools for retraining workers to be
ready for the project and task-oriented work, as well as fast changeover.

1 ACTION PLAN

2 RECOMMENDATIONS



R E C O M M E N D A T I O N S
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3 COVID 19

McKinsey prepared the post-COVID-19 gauge of behavioural plasticity. The tool was used to
calculate the stickiness score for various sectors, as it is present below:

COVID-19 has changed consumer behaviour, the labour market, and supply
chains. At the same time, not all changes caused by the epidemy should be
considered as dis-benefits.

According to the research, the epidemic revealed shortcomings in the following competencies
of employees: 1) inability to adapt to changes; 2) innovation and creativity; 3) lack of courage to
act in a new situation; 4) mental strength and resilience; 5) self-organization of work; 6)
proactivity; 7) lack of competence to remotely manage; 8) fast learning skills; 9) IT skills.

PROPOSED ROADMAP FOR IMPLEMENTATION OF 
INDUSTRY 4.0 FOR COVID-19 

Source: https://www.mckinsey.com/featured-insights/future-of-work/the-future-of-work-after-covid-19

Source: N. Walters, N. Anderson and O. Kozyrenko, "COVID-19, meet Industry
4.0," Supply Chain Management Review, pp. 50-54, 11 2020



Universities of the Future is a Knowledge Alliance Project (588409-EPP-1 2017-1-PT-
EPPKA2-KA). This project has been funded with support from the European
Commission. This publication reflects the views only of the author, and the
Commission cannot be held responsible for any use which may be made of the
information contained therein.
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